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equipment. But, this type of scenario also h:
tages in that the similarity of the events ma
relatively easy to prioritize needs and sequence f
of specific resources.

Another way a complex disruption can pl
different resources must be brought to be
ferent aspects of the situation. [t might seem counterin-
tuitive that this could make things worse since there is
reduced competition for individual resoy rces. However,
coordinating the response and resuming normal marine
supply chain activity could be challenging if different

ay out is if
ar against dif-

of Disruptions
= Cyber attacks to ports/vessels Tariffs/trade war
GPS/AIS disruptions Labor/management
dispute

Sustained security Specialized marine
threat/incident fuel shortages
Radiological risks (e.g., Truck, chassis, or

'h‘v? Fukushima scenario) container shortages

re are countless examples of maritime disruptions, and even more ways to

ze them. At the risk of oversimplification, this table provides a short list
the many types of disruptions that maritime supply chains may experience
and should be read vertically.
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erts skilled in elec-
sions. Coordination
cation to supply chain
en the situation will be
If there is any suggestion
a deliberate event, and that
collision, then a third, law
of players will be involved.
enario from the perspective of a
pilot, or other maritime sup-
ed channel alone is unfortu-
 might enable the use of alternate
’S disruptions are a concern, but
established channels, marine
it an acceptable, if not ideal, rate.
ed, commerce is seriously ham-
tion might also affect terminal

Maritime Supply Chain
Study Partners

Study partners include three Department of
Homeland Security (DHS) university centers of
excellence:
¢ the Command, Control, and
Interoperability Center for Advanced Data
Analysis (CCICADA)" at Rutgers University,

o the Center for Risk and Economic Analysis
of Threats and Emergencies (CREATE)Z at
the University of Southern California,

* and the Center for Accelerating

Operational Efficiency? at Arizona State
University.

Endnotes:

1 https://ccicada.org/

7 https://create.usc.edu/
3 https:/fcaoe.asu.edu/
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ort activity-
[nitial DisTHP
hold of a containe
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tion: A fire preaks out in the car '.
¢ vessel as it approaches a termi o
New York Harbor. There arena
the intense heat and smoke, and conce 4
ible capsize, make moving the ve b |
nel is plocked for a week. Overhsse
fer take an additional vw:f
d other vessels divertedet(

about a poss
risky. The chan
salvage, and cargo trans
with much of the cargo an

other nearby terminals.
Secondary Disruption: A cyberattack corrupt

the data and stops operations at two terminals £
three days. Other terminals slow their cargo ope 9

. T
nt for two days, while both internal Ia

tions by 50 perce

Personnel and law enforcement agencies check d
integrity. The combination of a suspicious fire |
per attack suggests that a coordinated, sopirils(

acy
ticated attack on the port is in progress. The Coa
- s

Gluard sets Maritime Security Level 2. This furth
slows the movement of cargo and vessels through t}i3
|

port area.
Additional considerations: The source of th
{

fire might have been illegal or improperly storec



materials or sabotage. Uncertainty about
any given, and now fire-damaged, con-
‘compounded by data integrity questions, will
ate the response. Large amounts of heavy
oke in the middle of a densely populated
raises public health concerns in two states,
for ferry passengers. Various cargo owners
v decide to sue each other or the vessel owner, fur-
1 slowing cargo and vessel disposition. Longshore
rkers may refuse to work until air monitoring
ms it safe.

tions We Would Like to Answer

Vhile this scenario poses a host of emergency response
a lenges, our research is focused on understanding
nd quantifying the supply chain impacts. How many
[essels and how much cargo would this event affect?
Yould vessels and cargo divert to other ports? After the
‘ nnel is clear, how long would it take for normal trade
§9’1'9cover, and would that happen in steps or all at once?
i 10 outside the port area would be affected, and by
1OWmuch? What actions would promote a fast economic
g“ﬂcovery?

- With the help of Sector Los Angles/Long Beach,

The Kill Va
a tidal strait d
New York City
New Jersey, is one o -
heavily travelled waterways in the
Port of New York and New Jersey.
The vast majority of containerized
cargo bound for the port passes
through the Kill Van Kull.

the LA Port Authority, and security leads at the Port of
Long Beach, we are developing a West Coast scenario
involving a wildfire-caused power loss combined with
more conventional port disruptions. As in New York, an
already planned exercise provides the perfect opportu-
nity to examine the cascading impacts of these scenarios.
We are grateful to Coast Guard and port authority
sonnel for finding ways to dovetail their preparedne

Summer 2023 PROCEEDINGS 3






rechnology offices.

d is an emergency
nergency manage-
A Rutgers in 2009
eroperability Cen-
erience as &
evacuation
transporta-




